Assurance framework (2024/25)

Introduction

In accordance with the Council’s risk management strategy, the assurance framework is the means through which the Council gathers, documents and demonstrates a
comprehensive awareness of the risks it faces and the effectiveness of the controls and mitigations that are in place. It provides a structured means of identifying and mapping the
main sources of assurance relating to risks and helps coordinate management response to best effect. It cannot reasonably be expected to identify all specific permutations or

situations within which risk may be manifested, but instead focuses and groups risks by category for the ease and effectiveness of analysis.

The assurance framework is distinct from risk registers which deal with risks of current concern and are being actively managed. The assurance framework sets out all risks,
including those that are sufficiently controlled and do not therefore merit the same level of management attention. It is a product of, but likewise underpins, the Council’s risk
management cycle and a risk aware culture.

The assurance framework is primarily an operational document that is used by officers as part of the regular review of the Council’s risk profile. It is presented to the Audit
Committee and Executive in Q3 reporting of each year, alongside the risk registers for the upcoming year, to illustrate the Council’s risk profile. The assessment of the current risk
score and the target risk score has been undertaken in accordance with the risk management strategy and methodology.

right and that complaints will be
received. It is crucial that, where
possible, the Council learns from
complaints to improve service
delivery. Failure to adequately
manage and address complaints
risks poor service delivery and
sanction by the Local
Government and Social Care
Ombudsman.

failure; regular reporting
of customer service KPls;
training of staff in
complaints handling

. Current risk score Target risk score cer: Risk
. oy Risk P Sources of Within .
ID Risk name and description Controls Mitigations tite? register
owners assurance L I Total L I Total | @PPetite? | "o0o4/25
Complaints handling Officer(s): | Complaints handling Where a service failure 2 2 4 2 2 4 Yes N/A
The Council strives for excellence Carys systgm;_ regular . oceurs, take.appropriate
in service delivery. As a complex Jones monltorlng and reporting | remedial action.
organisation that provides a wide | Executive .Of co_mpllalnt frends to
range of services, it is recognised | Member: |dent|fy ISSUES t_o .
that we won't always get things Clir J. King proactively avold service




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Health and safety - staff Officer(s): | Visible security presence | A prevention of abuse of | Health and 2 2 4 2 2 4 Yes N/A
working on reception and in Carys on reception at the Town | staff guide is being safety
other public facing areas Jones Hall; panic alarms are in | prepared; access to the governance
. , . - place; panic alarms given | Employee Assistance internal audit
Irr: errei ;Spﬁ Orrl]srn?; th?;fevéig(jzg r?:,::gte'xe to staff when they go into | Programme for affected (2022/23)
of physical and/or verbal assault | CliIr J. King meeting rooms; risk , staff
by visiting clients, thereby asgessment for reception
affecting their health and Wh'ch Customer Contact,
wellbeing. Housing and other face to
5 face departments have
oversight of; risk
assessments made
available on the intranet;
training for preventing
staff abuse for front
facing staff and, in future,
for wider staff; building
wide security risk
assessments and
measures implemented.
Food safety - community Officer(s): | Robust food safety There is little that can be | Food safety 2 2 4 2 2 4 Yes N/A
centres Justine procedures in place at all | done to reduce the inspections.
The Council's community centres Chatfield community centres, with | impact of this risk - effort | Banstead
provide a hot and cold food Executive regular spot checks on must be focused on Community
service. Whenever food is Member- adherence by reducing the likelihood of | centre (5¥), July
prepared there is a risk of food Clir Victor management; adequate food safety issues 2023; Horley
3 safety issues Lewanski staff training, including occurring. Community
’ continued CPD; Centre (5%),
inspections by the February 2023;
Council's Environmental and Woodhatch
Health team as part of Community
food business registration Centre (5%),
every 12 - 18 months. November 2023.
Prevent, Domestic Homicide Officer(s): | Maintain reporting Review and update 2 2 4 2 2 4 Yes N/A
and Anti-Social Behaviour Justine mechanisms to meet our | policies, encourage
Inadequate implementation of the Chatfield statutory duty as they community engagement,
Prevent Duty strategy, Domestic | Executive oceur and coIIabprate and address concerns
Homicide and Anti-social Member: with local agencies. promptly.
4 behaviour, poses a risk to CllIr
community safety, potentially Richard
leading to increased vulnerability | Biggs

to radicalisation, legal non-
compliance, and reputational
harm for the Council.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total | -2024/25
Voluntary and community Officer(s): | Regular engagement with | In 2023/24 a £150k 3 3 9 3 2 6 No OR5
sector failure/distress Justine VCS partners, especially | reserve was created to
There is a risk that voluntary Chatfield those which are directly provide support to the
sector organisations in the Executive fun_ded, fo understand local volgntary anq
borough could fail or experience | Member: their needs and support. communlty sector if -
difficulties. These organisations Clir rquwe(_j. The Council is
provide valuable support to the Richard puttlng n place a plan for
borough’s residents, and the Biggs g?);\:t%kswnz the VCS for
5 | Council works closely in andanew
supporting them. The failure or approach to .the allocation
distress of one of these of 't.s strategic grants t9
organisations would negatively clarify and strengthen its
impact local residents reliant on support.
their service. It may also create
additional demand on Council
services or similarly require the
Council to step in and provide
new areas of support.
Business continuity incident Officer(s): | Corporate cyber security | Up to date strategic and Business 3 3 9 3 3 9 Yes N/A
There is a risk that services may Laura d_efences and backup; serv?ce_level busingss pontinuity _
be unable to deliver their priority McCartney | disaster recovery gygtem; confur)wty plans which internal audit
functions due to a business Executive staff awareness raising of suff|C|entIy_ faccount for (2022/23)
continuity incident. The source Member: cyber risks the Council's reagonable
and consequences of this are Clir worst case planning
various and multifaceted. Impacts | Richard assumptions
6 | include the non-delivery of core Biggs

statutory functions, loss of trust
and reputational impact. It is
therefore crucial that services
have robust and effective
business continuity plans in place
to mitigate the impact of this risk
which, in turn, influence the
Council's strategic response.




. Current risk score Target risk score cer: Risk
. P Risk I Sources of Within .
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Changing policy context - Officer(s): | This risk is outside of the | The Council maintains 3 4 12 3 3 9 No SR2
national policy Mari Council's direct control. robust service and
The Council operates within a Roberts- Where changes are financial planning
changing and often uncertain Wood proposed the Council will | processes to mitigate for
national policy context. National Executive respond to consultations | any impacts arising from
policy changes can reéult in Member- to highlight any impacts national policy changes.
, | inoudetod francalprssures | Gir | ey befe, Conot | o buders i v
';’Zr‘\’/"lig Zzltlczrgslfn‘;;gfsggg‘ée E;gg:rd individual, specific risks | available. Mitigations will
resident dissatisfaction. This risk emgrtge (see risk be |d$nt|f_|ef as individual,
affects all Council services, registers). specl _|ckr|s S etmerge
though has a particular impact (see risk registers).
upon those that are set,
influenced and/or regulated by
national policy.
Civil emergency Officer(s): | The risk of a civil A suite of emergency Emergency 3 3 9 3 3 9 Yes N/A
: . C Laura emergency occuring is plans detailing how, at Planning internal
’;T(?rl;z ISI : CrelsiI:] (t)rf] : &?é%rg;ﬁc\:/lvdheigt: McCartney | outside of the Council's the strategic and audit
could negatively affect residents | Executive gift to control. However, operational level, the (2022/2023)
and businesses as well as the Member- we are able to control the | Council responds to, and
Council itself. There are also risks | Clir lrlrh(:tl:ahr?aolii i(rjlgrs:?)a t of fsrl:)rr)ﬁo:?at:gericfzovery
8 ,?OS :gscrlitﬁg ;’:/)Itehnt]r:g(’e\'ggilgl s duty E;gg:rd the Council's response to | emergency incidents in
particularly concerning staf;‘ and emergencies through conjunction with our
resident welfare which must also maintaining a suite of multi-agency partners. It
be managed emergency plans that is also the role of other
' detail the Council's partners at the LRF to
response and risks faced | also mitigate this risk
therein." (e.g. Surrey Police and
Fire service)
Climate change Officer(s): | Whilst the Council is The Council's updated Environmental 4 3 12 2 <10 No SR9
o : Catherine | unable to control this risk | Environmental sustainability
E ;Sl_t\év,lsdi:?/n::feo%nésheai;?s; ﬂ\:\ith Rose in broad terms, it can Sustainability Strategy internal audit
this forecast to result in mo’re Executive take steps to reduce the | will include greater (2022/23)
extreme weather. This could have | Member- likelihood of specific emphasis on means for
oo s . ' impacts materialisin climate adaptation and
negative impacts, including on Cllr thr‘())u h the ] mitigation WPhe Council
the built and natural environment, | Nadean imple?nentation of con?inues'to work with
with vulnerable residents likely to | Moses .
9 | be most severely impacted. reasonable controls. To Surrey County Council as

In response, the Council may
encounter difficulties in delivering
services and may similarly have
additional demands placed upon
it, particularly as climate change
adaptation and mitigation
becomes increasingly necessary.

that end, controls include:

maintenance of an
adverse weather plan
and other emergency
plans, as well as service
level business continuity
plans; implementation of
the Environmental
Sustainability Strategy.

the lead flood risk
management authority to
bring forward schemes to
manage the impact of
extreme flooding events
in areas at risk, such as
the scheme as part of the
regeneration of Merstham
Recreation Ground.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total | -2024/25
Information governance - Officer(s): | Freedom of Information Provide further training Information 3 2 6 3 2 6 Yes N/A
Freedom of Information (FOI) Laura 2021 policy; monthly on data protection laws, governance
request responses McCartney | report for each service and implement efficient internal audit
Mishandling or delayed & Nico_le area to see w_hic;h area is | document management (2021/22)
responses to Freedom of Idaomi respondlng within the systems; ensure prompt
Information requests in the Executive | '°SPONse time and_ and tran§parent .
statutory timeline of 20 working Member: service areas outside the communlcatlon with the
days mandated by the ClIr Victor timeframe are flagged,; pupllc, con_duct regylar
Information Commissioner's Lewanski monthly reports are . reviews of information
Office can result in legal and shared to the Information req.ues_t processes, and
reputational consequences for Governanqe Group who | maintain up-to-date
10 | the Council. Inadequate have oversight for FOI records.
transparency may erode public responses a.md .
trust and lead to compliance compllanc_e, the Council
issues, impacting the Council's Cvisic?\nsﬁglpl)r:)ert?ﬁ\fm
standing within the community. efficient FOI response:
service areas will be
invited to the Information
Governance group to
explain non compliance;
service FOlI training;
application of exemptions
where appropriate.
Information governance - Officer(s): | Establishment of clear Information 3 2 6 3 2 6 Yes N/A
Subject Access Requests Laura SAR procedures; training governance
. . McCartney | for staff; review held data internal audit
jadecuate anding ol SWIeck | & ol |t ascertan i o212
non-compliance with data ldaomi compllqnce with
protection regulations. Failure to | Executive exemptions and make
11 provide timely and accurate Member: any nelces.sary
information to individuals Clir Victor redactlpns, data
requesting access to their data Lewanski champions for each

within the timeframe of 30

calendar days may result in legal

consequences and reputational
damage.

service area to support
compliance; introduction
of software to manage
SAR requests.




. Current risk score Target risk score cer: Risk
ID Risk name and description RIS Controls Mitigations SIS Cj W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25
Project and programme Officer(s): | A comprehensive project | Each project must identify | Programme & 3 3 9 3 3 9 Yes N/A
management Catherine | and programme risks faced and must plan | project
: Rose management framework | to mitigate them management
ﬁ;?éz(ﬁieagg a%lggfr:?jrzfs Executive tha’F sets out how Council | accordingly; robust (Markgtfield
inherently risky in their delivery. It | Member: .pr.oljects shoyld be change cont.rol Way) internal
is therefore crucial that they are Clir James initiated, delivered and procedures in place as audit (2020/21)
delivered in a controlled King cloged, robust part o_f the usual course Financial
environment, underpinned by a project/programme of project and programme Sustainability
sound business case and system governance governance Plan internal
of governance to help ensure that ﬁ:é?un d%ﬁén?enézlgrplace, audit (2022/23)
LhuedygiieagglIrveer:zijntgvﬂmﬁ ,Sv(\:/gglg .mo_ni.toring an_d reporting; Hoqsing internal
individual project and audit (2022/23)
12 programme assurance
arrangements; each
project must identify risks
faced and must, in the
context of the agreed
business case, plan to
control them accordingly,
balancing the costs of
doing so with the
potential impact; regular
governance board
meetings to review
progress and escalate
issues.
Information governance - Officer(s): | The Council's Data Primary effort should be | Information 3 2 6 3 2 6 Yes N/A
compliance with the Data Laura Protection Policy clearly | focused on reducing the | governance
Protection Act (2018) McCartney | states the rules to follow | likelihood of mishandling | internal audit
Compliance with the Data & Nicole on how personal data is data as per the Act. Any | (2021/22)
Protection Act (2018) is more Idaomi handled and usgd; every | breaches should be
than preventing data breaches. It | Executive member of staff is . reported. o the
also includes ensuring that data Member: expectgd to have sight of Informz_-athn . ,
is held, processed and disposed | Clir Victor Fhe po.Ilcy.and new staff Cgmm|33|oners Office as
of securely and lawfully. Non- Lewanski | nduction includes failure to report a breach
compliance risks a significant fine reviewing and agreeing to | risks further sanction.
13 be bound by the policy;

and reputational damage.

regular audits per service
area to check staff are
complying with data
protection and staff
training; maintenance of
department level
information asset
registers; oversight by the
Council's information
governance group.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total | -2024/25
Information governance - data | Officer(s): | Data protection and Prompt reporting of a Information 2 2 4 2 2 4 Yes N/A
breach Laura information governance data breach in governance
. : McCartney | policies and procedures, | accordance with ICO internal audit
(Tpheerrsilnsa? dr:asti; zL?ddk?;athb;each & Nico_le owned by the Information | requirements (2021/22)
Council inadvertently being Idaomi Governance Group; data
disclosed). There are several Executive procesged and held on
impacts of this, including Member: the. b.a3|_s of thesle.
14 | reputational damage, loss of trust | Clir Victor policies; staff training and
and the issuance of significant Lewanski regL.JIar. awareness
fines and enforcement action by raising, service an(.:I.
the Information Commissioner's deparftmental specific
Office. Data breaches may also retention schedules that
put the personal safety of are adhered to an.d
members, officers, residents and regularly. updated; secure
clients/customers at risk. systems; data processing
agreements.
Building safety, compliance Officer(s): | Resources and systems | Taking swift remedial Property 2 3 6 2 3 6 Yes N/A
and maintenance Pat Main in place to ensure full action where an issue is | management
Failure to comply with legislation | Executive compllance_ across our identified. anq
and regulations relating to the Member: asset _base, maintenance rnalntenancg
15 | use and occupation of the Clir of registers sgch as internal audit
Council's operational buildings, Andrew fasbestc?s rgglster; regular (2021/22 and
risks staff and visitor health and King inspections; planned and 2023/24)

safety.

proactive maintenance;
undertaking of risk
assessments as required.




Current risk score

ID Risk name and description RIS Controls Mitigations SIS Cj
owners assurance
L | Total
Economic and financial Officer(s): | The Council has strong Robust annual budget Financial 4 4
uncertainty Pat Main financial management setting and service and resilience
: . . - arrangements in place, financial planning; the internal audit
lgg;?)rlr?i:lzlr?ci:(;rr’::itnrt);g?w?js of “En);?::;g;’g with continual investment | Financial Sustainability (2020/21)
challenge will result in financial Clir n Sk'”ft ?:d :xlpernsefto Erog[ﬁmge tha.;[ sgl’:s OUtt Financial
difficulties for the Council. This Richard Sgpp?. eThe |veryc)| q 'tovt\)/ de toﬂnﬁ' Wi meet resilience
includes increased demands for Biggs & ?h Jec “('je.s' t esef!nc u _el ! St u t%e I\C;IT?:snges S€t | internal audit
services, cost pressures resulting | CliIr Victor Ie r.ne |gtm| erm tlnancila outinthe : (2021/22)
from inflation and difficulties in Lewanski ptarl, caplta Investmen Capital
achieving budgeted income and strategy, treasury _
the collection of local taxes. management strategy; prograrmme
16 | Periods of financial challenge and the annual revenue internal audit
may also result in the Council and capital buagets. (2_021/?2)
being unable to meet its Flnanglal -
corporate plan objectives. Sustainability
Programme
governance
internal audit
(2022/23)
Financial
governance
internal audit
(2023/24)
Finance - treasury Officer(s): | Treasury Management Treasury Management Treasury 2 2
management Pat Main strategy, reviewed strategy, reviewed management
Inadequate treasurv management | Executive annually W|’Fh progress annually WI’Fh progress internal audit
posesqa risk to ther}éouncili Members: reported twice yearly reported twice yearly (2020/21)
financial stability, potentially Clir Victor
17 leading to liquidity issues, Lewanski

increased borrowing costs, and
an inability to meet financial
obligations. The risk is
exacerbated by current uncertain
market conditions.

Target risk score Within re';'ijer
ite?
L | Total |aPPetite? | 5004125
3 3 9 No SR1
SR4
2 2 4 Yes N/A




. Current risk score Target risk score cer: Risk
ID Risk name and description RIS Controls Mitigations SIS Cj W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25
Insurance Officer(s): | Regular review of Insurance 2 2 4 2 2 4 Yes N/A
: : Pat Main insurance cover; regular internal audit
The Council holds an insurance . o
policy which covers the full range | Executive meejungs with Insurance (2024/25 TBC)
of its activities. It is set in Members: proylc_jers, ensuring _
accordance with the requirements | Clir Victor sufﬁqgnt policy coverage;
of legislation, as well as the Lewanski provision of nhecessary
Council's risk appetite. It is crucial and agcurate information
that the policy is sufficient for the to thg Insurers as :
18 | Council's needs, and that, in required under the policy.
order to maintain cover, the
Council adheres to the
requirements of the policy,
including taking measures to
control and mitigate risk. Failure
to do so risks uninsurable losses
and the resultant financial and
service impacts.
Local government finance - Officer(s): | Make use of sector Ensure financial plans Savings 4 4 3 3 9 No SR1
budget challenges Pat Main specific information and are realistic and subject realisation
The failure to meet the ongoing Executive guidance; regular budget | to regular review; (Financial
impacts of economic uncertainty | Members: moni’Foring.; robust §ervice Financial Sustainability Sustainability
19 | and government funding Clir Victor and financial planning Programme F’rogramme_)
challenges risks service delivery, | Lewanski and.annual budget , |r;tezrr21a2I audit
reputational damage and fﬁati'r;)%grgfseﬁ’eznssu”ng (2022/23)
potential government fecti 9 iDl
intervention. effective as possible
Local government finance - Officer(s): | Make effective use of Take action to Accounts 2 2 2 2 4 Yes N/A
changing regulation Pat Main sector specific sources of | demonstrate compliance | payable internal
Local government finance Executive information and advice; with the relev_ant audit (2021/22);
guidance and regulations are Members: use_of consultants to regulatory guidance Qouncﬂ Tax_
complex and frequently changing. | Clir Victor advise where necessary internal alfd't
There is a risk that the Council Lewanski (2022/2.3)’
does not adequately keep up with NNI.DRzlntzezrr;al .
these changes, thereby risking a audit (2022/23);
failure to account for public funds Incomg
20 collection

correctly.

internal audit
(2022/23); Main
accounting
internal audit
(2023/24);
Treasury
management
internal audit
(2023/24);




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
u L | Total L | Total | 3PPEUCT 1 2024/25
Payment of grants Officer(s): | All grants are to be The taking of any Various grants 2 2 4 2 2 4 Yes N/A
The Council administers a Pat Main digbursed in accordance | remedial ac?ion to ensure | administered or
number of grants for residents Executive with the term.s of the grant comp_llanc.e. where used b.y the
local businesses and the Iocal’ Members: scheme. While all grants | issues are identified. Cou_ncn are
voluntary and community sector, | Clir Victor are gelnerally .SUbJeCt to .
and also utilises revenue and Lewanski :(ejrmvilgleStﬁrizde%etZ’?e q Irr;tveirer:;l audit
Counci senvicss and delver that Finance and other including
projects. In so doing, there is a aligned services will be Homes England
21 risk of maladministra’tion and the consulted to ensure that grant, 2023/24;
improper use of public funds. The funds are dlsb.ursed in Covid-19
Council may be required to pay accordance with the enforcement
back any incorrectly administered terms of th.(aT grant and/or grant, 2021/22;
funds. the Council's procedures; Local
regular monitoring of government
compliance with the compensation
conditions of grant scheme grant,
funding. 2021/22 and
2020/21.
Payments - accounts payable Officer(s): | Robust and regularly Regular review of Accounts 2 2 4 2 2 4 Yes N/A
. Pat Main tested financial payments to ensure payable internal
;T]zrree:tr?oapgl;mgefg? ggzzss and | Executive proce(_jures and policies, | adherence to the audit (2021/22)
services, including late and/or Members: |ncIu.d|ng pa.yment of prolc.edure rulgs and . Car parking
missed payments, internal and Clir Victor creditors gwda_nce notes | policies, allqwmg actlon' income
external fraud (e.g. mandate Lewanski and new suppller to b(? taken if necessary; collection
fraud), inaccurate or duplicate proceFjure notgs, . multi-layered and (2021/22)
payments and a general lack of effective supplier detail documented approval .
compliance with the Council's change management . levels. Qar parking
financial and contractual processes, regulgr review neome
procedural rules. of dormant suppliers in collection
99 the system; regular (2020/21)

review of open purchase
orders; payment
authorisation procedures,
including appropriately
set approval limits;
regular reconciliation
between the accounts
payable ledger and the
General Ledger; KPI
reporting; appropriate
systems access for
different users.




. Current risk score Target risk score cer: Risk
ID Risk name and description L Controls Mitigations SELTEED G W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25
Payments - accounts Officer(s): | Regularly reviewed Debt management Accounts 2 2 4 2 2 4 Yes N/A
receivable and debt Pat Main policies and procedures; | procedures and debt Receivable &
management Executive segregation of duties in collection activities. Debt
The Council collects income from | Members: place between_ InvoIicing, Managemer)t
a range of sources and is vital to | CliIr Victor income po!lectlon, internal audit
delivering services and Lewanski recor_mcmatlc_)n and _ (2021/22)
23 | maintaining the Council's overall banking of .|ncome, Income
financial sustainability. Where regular review of the : collection
income is collected there is a risk suspense account, with internal audit
of non-collection, fraud and error income posted .to the (2022/23)
in its allocation. debtor account; use of a
debt management
system, with access
restricted as appropriate.
Procurement Officer(s): | Corporate Procurement It is not possible to Procurement 3 3 9 2 <10 No OR6
As a local authority, the Council Pat Main Board; introduction of.a mitigate thg impact of internal audit
must be compliant with the public | Executive procurement fstrategy,. . non-compliance. (2020/21)
24 | sector procurement regime. Non- | Members: compliance dip s.amplllng, Contract
compliance risks the ineffective Clir Victor regular reporting; gharlng management
use of public funds, as well as the | Lewanski of staf_f resource with . internal audit
risk of challenge to procurement Tand.rldge D'St'f'Pt Council (2021/22)
decisions. to heighten resilience.
Property estate - data quality Officer(s): | Maintenance of an asset | Regular asset data Property 2 2 4 2 2 4 Yes N/A
There is a risk of a loss of income Pat Main mar_wa_gement database; augii’gs, provide staff _ management
or unexpected costs due to Executive suff|0|e.nt staff resource to | training on data quallty anq
25 | inaccurate or incomplete asset Members: | maintain the asset standards, and establish maintenance
data. Clir database. clegr_ data governance internal audit
Andrew policies. (2021/22 and
King 2023/24)
Property estate - rental voids Officer(s): | Regularly monitor Proactive marketing Property 2 3 6 2 3 6 Yes N/A
The Council has a diverse Pat Main property occupancy strategi.es for vacant management
commercial property portfolio. Executive rates, market research properties, conduct and_
Rental voids are an inherent risk | Members: conducted to understand | regular property mamtenanqe
associated with this, which can Clir tenant.demands and assesgment_s,_and _ internal audit
26 | leave the Council with budget Andrew _pl)_cr)tentlal rentlers.. establish effA(:lert leasing (22002231//232 and
pressures which must be met, King ansparent leasing processes. Analyse )

expected or otherwise.

policies and maintaining
an updated property
inventory contribute to
better control over rental
voids.

market trends and adjust
rental pricing based on
demand to minimise the
duration of rental voids.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Reliance on key suppliers Officer(s): | A robust procurement Business continuity plans | Procurement 2 2 4 2 2 4 Yes N/A
Whilst there are often cost and Pat Main and contract that explicitly consider internal audit
operational advantages to Executive management function supplier distress or failure | (2020/21)
rationalising a supplier base, Members: :jhat mgps grltlcaljupﬁ)ller alnd put mitigations .|n Contract
there is a concurrent risk of Clir Victor epen §r10|es ar;] puts P aqg as necressary, K management
becoming too reliant on a select Lewanski fapperp”? € mec antlrs]ms avol llove_rfr?r:gqce ON K€Y !internal audit
few suppliers. The impacts of this In place 1o r.na.nage €se | Suppliers 1T this 1 (2021/22)
risk are multifaceted, though dependencies; regarded as placing the
include not achieving’ best value appropriate supplier and | authority at risk, balanced
for money and operational issues contract management against the benefits of
and/or single points of failure that governance procedures agglomeration.
negatively impact service in place via the
delivery. Procurement and
27 Contract Management
Board; use provisions
within contracts to control
price rises and standards
of service delivery,
including considerations
on risk management;
ensure suppliers adhere
to the required tenets of
the public sector
procurement regime;
undertake due diligence
on suppliers as part of
the procurement
exercise.
Supplier and contract Officer(s): | Robust procurement Regularly review supplier | Contract 3 3 9 2 <10 No OR6
management Pat Main processes; implement an | performance; renegotiate | management
. - effective corporate contracts as necessary; internal audit
2%%;3;?25[ 22: r%OSr:}Il;:ai(r)]t cost “En);?::;;"‘,’se_ approach to contract diversify the supplier (2021/22)
inefficiencies or overruns, delays | Clir Victor Eanagemen: é'a tl:f gase tc(; reduce
in service and/or project delivery | Lewanski rocurement Board; ependency.
28 monitor supplier

and disputes with suppliers,
jeopardising the Council's
reputation and financial resources
while hindering the timely
execution of activities.

contractual compliance
and performance;
conduct thorough due
diligence on suppliers as
part of the procurement
process.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
u L | Total L | Total | 3PPEUCT 1 2024/25
Use of corporate credit cards Officer(s): | Strict controls on which Spending limits on each Procurement, 2 1 2 2 1 2 Yes N/A
Credit cards are a legitimate Pat Main officers are abl_e to hold card, agreed with the predit cards_
means of payment for some Executive corporate credit cards; departmental internal audit
transactions. However. there is a | Members: clear and documented management and ;et an | (2020/21)
risk of misuse and Iack’ of Clir Victor rules on the use of approprlgte level given
compliance with the Council's Lewanski corpc_)ra_te credit cards, the anticipated legitimate
29 | financial procedure rules. only in instances where use of cards; cards are
the Council's usual suspended when the limit
purchasing processes are | is reached and
impractical; training and management are notified.
guidance on their use;
regular review of
transactions and credit
card statements
Council owned housing - stock | Officer(s): | The Council is in contract | Conducting regular 1 2 2 2 2 4
maintenance and quality Richard with Mount Green, who quality checks, investing
The Council owns social housing Robinson | manage Wheatley Court | in staff training, and
stock in the borough. Housing Executive | " its behalf, including collaborating closely with
requires regular maintenance to Members: regular maintenance; the | reliable suppliers. These
ensure it is of good quality for Clir Property te.a.m carry out measures aim to ensure
residents. Failure to keep these Caroline stock gonldltlon SUrveys, conglstent, high-quality
properties in a good state of Neame Est_abllshlng preventive services _that meet the
repair risks resident health and malntengnce schedules, expectations.
30 | wellbeing as well as financial conducting regular stock

penalties and reputational
damage.

audits, and maintaining
open communication with
suppliers. Proactive
measures, such as early
detection of stock issues
and prompt resolution,
contribute to maintaining
quality standards and
preventing disruptions to
service delivery.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total T | -2024/25
Government funding - Officer(s): | The Council is unable to | Prevention of 3 3 9 3 3 9 Yes N/A
Homelessness Prevention Richard directly influence whether | homelessness through
Grant Robinson | the grant will continue in | proactive work with at risk
The Housing service relies on the | Executive subs_equent years. Wh_ere househ_olds; the op_ening
government's Homelessness Members: possible the Council will | of additional Council
Prevention Grant to support the Clir respond to any . owned and operated
delivery of the statutory Caroline government consultations | temporary emergency
homelessness service. There is a | Neame on hom_elessness accommodation to relieve
risk that this grant may be prevention. pressure on emergency .
31 | withdrawn after 2025, potentially accommod_atlon budgets;
resulting in a significant regular review of budgets
overspend. and the use of earmarked
reserves to offset
revenue budget
pressures, as has been
done in the 2024/25
budget; apply for any
subsequent government
grants as they become
available.
Homelessness Officer(s): | Ensuring that the Council | Regular review of Housing internal 3 3 9 2 3 6 No OR7
Homelessness is a significant Rich_ard is cor_npliant with the budgets; application for audit (2022/23) ORS
national and local issue. The Robinson | Housing Act 1.996 as grants from central
Council, as the local housing Executive amended, Wh'(’?h places government to offset
authority, has a responsibility to Members: heavy gmphaS|s upon budggt pressures,
prevent homelessness and, if Clir preventing . drawing upon earmarked
necessary, to provide Caroline homelessness; increase | reserves
accommodation for those in Neame of s’gaff resource to meet
priority need. The scale of the the mcreas[ng.demands
issue risks significant financial on the service; use of the
32 | implications on the Council. Household Support Fund

to support residents with
rent in advance and
deposit payments, though
its future is currently
uncertain; operation of
Council owned
emergency
accommodation, negating
the need to use
expensive private
accommodation.




. Current risk score Target risk score cer: Risk
ID Risk name and description L Controls Mitigations SELTEED G W|th'|n register
owners assurance L I Total L I Total appetite? | 2024/25
Network and systems Officer(s): | Implementation of the Service business Disaster 3 4 12 2 <10 No SR6
resilience Darren new ICT strategy and continuity plans; a recovery internal OR3
Council services are dependent Wray investmgnt in improved Coqncil wide §trgtegic audit (2020/21)
on a resilient and reliable network | Executive network_ !nfrasj[ructu_re business cont.lnwty plan; Networking and
infrastructure and systems. There | Members: and resilience; multi- Qata backups,. communications
is a risk of significant disruption to | Clir Iayereq defences |mprov.e'me_nt in the internal audit
service delivery and data Caroline Eyr/ztz(r:r:lg?h(;?frg?;agsgly f;%gggl;g;;i?ﬁies_ (2021/22)
33 l(;)i:iﬁthtie;zg:é%?\;ﬂ;o;network Neame reviewed and updated:; uninterruptable power Cyber security
particpularly following agc{/ber- data encryption; staff supply (giving 1-2 hours | internal audit
attack. It is therefore imperative cyber security awareness | of power to allow for safe | (2022/23)
that the Council continues to training; working wi’Fh powerdown in the event Database
invest in robust systems, NC(.J Group to prqwdg .Of a power outage) _ | management
infrastructure, network security ?hde\llg\?ei?(cj)fe;(rﬁ)?r:tcliscjee:t' installed at the Town Hall; | (2022/23)
and disaster recovery ’
capabilities.
Governance and decision- Officer(s): | Adherence to the Provide training for Annual 2 2 4 2 2 4 Yes N/A
making Joyce constitution and scheme | decision-makers, conduct | governance
Decisions taken by officers and Hamilton of delegation.; adherence | regular process reviews, §tatement .
members must be lawful, ethical | Executive to the Council's Code of | and foster.a_ culture of internal audit
and made in accordance with the | Members: Corporate Governance. acqountablllty. These (2021/22)
constitution, scheme of Clir Victor The Code sets out th.e. actions contrlbutg .to a Decision making
delegation and all relevant codes | Lewanski governance and d?C'S'On more robust decision- and
of practice. Failure to make maklng frameyvork, mgklng framewgrk, accountability
legitimate decisions in a f:ompllance with the Code minimising the risk of internal audit
legitimate way risks the Anmal Governance | complcations: scrutny of | 2022/23)
34 j,:r? ji?t-ll\jgi ;Zlerzi/iﬁ/s“c funds Statement; decisions Exec?utive and officer ’ Ethical
J ' published in accordance | delegated decision governance
with transparency making by the Overview | internal audit
standards; the Audit and Scrutiny Committee. | (2023/24)

Committee regularly
receives reports on
matters of decision
making and corporate
governance; declaration
of interests (officers and
members)




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Safeguarding Officer(s): | A comprehensive Undertaking regular Surrey 2 2 4 2 2 4 Yes N/A
: Duane safeguarding policy is in | audits of safeguarding Safeguarding
'Sl'gfeegCuoaurgc\lllurll: eSr:b?gtg etgpl e and Kirkland place; the Council practices; reporting Adults Board
report any safeguarding concerns | Executive provides training for staff | safeguarding concerns to | (Quality
to the lead safeguarding Members: | 35 part of their induction; | the relevant agencies; Assurance
authority. Inadequate Clir " | provide additional training | collaborating with other | questionnaire -
safeguaraing measures can Caroline to teams more likely to local authorities such as | every 2 years)
result in legal issues, reputational | Neame encounter potential SCC and external Surrey
damage, and compr(,)mised safeguarding issues; agencies to address Safeguarding
commun’ity trust, posing a identified safeguarding concerns. Children
significant risk t(; the Council's leads; signposting staff to Partnership
- - - the training (Quality
standing and effectiveness in .
ensuring the wellbeing of recommendahoqs aqd Assur.ance'
residents. Insufficient training and good pracfuce gwdglmes; questionnaire -
awareness may lead to a failure safeguarding meetings every 2 years.
in identifying and addressing sre _h('eld ?n a m(jopthly
safeguarding issues, putting as'?.’ Sa egtuhar llng t
vulnerable individuals at risk. meetings with retevan
Senior Officer happen at
least twice a year;
establish reporting
35 mechanisms; where

necessary employees are
DBS checked and this is
reviewed by HR &
Safeguarding team;
provide safeguarding
advice to internal teams
within the organisation;
signpost to the EAP
Assistance scheme, there
is clinical supervision
support for the
intervention team which
is funded monthly;
quarterly meetings are
held with SCC Boards;
establishment of a
recording system for
safeguarding referrals;
safeguarding email inbox
for concerns to be
reported; referral helpline.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total " | -2024/25
Contract failure - Disabled Officer(s): | Robust procurement The risk is jointly shared | Disabled 2 2 4 2 2 4 Yes N/A
Facilities Grant and Handy Morag processes to ensure the | with Mole Valley and Facilities Grant
Person service providers Williams appointment of a supplier | Tandridge District internal audit
The Council uses an external Executive witr_\_sufficient operational | Councils. Th.e scale of (2022/23)
contractor to deliver home Members: reS|I|ane and , thrge Counc!ls helps
adaptations under the Disabled Clir effectiveness; effective mltlgate the |mpact of thle
36 | Faciliies Grant and Handy Richard contrgct managgment of | risk insofar as |t.makes it
Person service. As with any Michalows appointed suppliers. a more econom_lcally
outsourced service, there is a risk | ki viable .opportunlty f(?r any
of supplier collapse and the need potential new supplier.
to urgently re-procure and/or
insource the service. The risk is
shared between Mole Valley and
Tandridge District Council.
Earlswood Lakes Officer(s): | Regular inspection and Maintenance of an on- Emergency 1 2 2 1 2 2 Yes N/A
The Council is responsible for the Morag maintenance. site flood plan to manage | exercise
maintenance and repair of Williams the effects of any undertaken in
Earlswood New Pond and Executive uncothroIIed relgase of 2023
Boating Lakes, together Members: water; undertaklng Of. an
37 | comprising Earlswood Lakes. Clir :(r:;r%eanniéa(ﬁcgsg n
Both lakes are dammed and are Hannah A
categorised as 'high risk' by the Avery Council's civil

Environment Agency given the
volume of water held . A breach
would pose a risk to life, property
and the environment.

contingency
responsibilities.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
u L | Total L [ Total | 3PPEUCT 1 2024/25
Fleet management Officer(s): | Fleet management The Council is able to Fleet 2 2 4 2 2 4 Yes N/A
The Council is reliant on a range Morag strategy, setting out how | spot hire vehicles if management
of fleet vehicles to deliver Williams the Council ensures necessary; older vehicles | internal audit
services. There is a risk of Executive operational resilience; a can also be rgtained to (2021/22)
inadequate fleet management, Members: robust fleet replacement increase resilience where Fleet
composition, replacement and Clir programmfe' that ensures | appropriate. management
maintenance as well as Hannah the Qouncﬂ S fleet internal audit
regulatory compliance issues, Avery vehlcles-are fit for follow-up
thereby affecting the delivery of purpose, a (2022/23)
services. comprehenswe
maintenance programme
to ensure the
roadworthiness and
operational efficiency of
38 the fleet; holding of
sufficient consumables
and spare parts to
minimise fleet down time;
rolling replacement to
avoid simultaneous fleet
issues; adherence to the
requirements of the
Council's operator
licence; where
alternatively fuelled
vehicles are used, ensure
that sufficient
infrastructure is in place
to support their operation.
Health & safety - playgrounds Officer(s): | Engagement with a Means for users to report | Parks and 2 2 4 2 2 4 Yes N/A
and wheeled sports facilities Morag contractor to inspect playground issues, countryside
maintenance Williams playgrounds; closure of facilities internal audit
The Council provides a number of | Executive appro.priat.ely scaled undertaken if necessary. | (2022/23)
playgrounds. In so doing, the Members: facmtles given the _
Council has a responsibility to Clir Moses |r?tended. user basle.,lclear
ensure that they are in a good :g\zzﬁlz“g?rgg_c'“t'es
39 state of repair to prevent oreventive, scheduled

accidents and injury to users.

and reactive
maintenance, including
repair and cleansing;
renewal of facilities on a
rolling basis; risk
assessments in place for
playgrounds; regular staff
training




. Current risk score Target risk score cer: Risk
. P Risk I Sources of Within .
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Health and safety - fleet drivers | Officer(s): | Adherence to the Fleet Swift accident reporting Fleet 2 2 4 2 2 4 Yes N/A
: : Morag Driving Policy and to necessary management
iogﬁgsgﬁigllezt?;f;reeggg:glreegon Williams Guidance which clearly stakeholders, including internal audit
of their duties. Under health and | Executive sets OL.Jt the Cqunc_il's near misses; (2021/22)
safety legislation the Council has | Members: opgrat:onal odbllgatlons Fleet
a responsibility to ensure that Clir and ro e%.?.? ol management
staff are adequately trained and Hannah re§50n3| N 'gst’ clear internal audit
have the sufficient competency to | Avery gul agc;e atn - rgn_nlng follow-up
drive Council vehicles in 'éls;é:e 0 dS?t p river (2022/23)
accordance with relevant sdun © a_tr?n n
legislation and the conditions of accolr tance wit t
our operators licence. It is also \rfsi?#:o(r)r:glir:r?gg?%i?afl’y
40 important that appropriate reviewed: tachograph

insurance arrangements are in
place for staff that use their own
vehicles for work purposes and
that licence checks are carried
out. Failure to do so risks staff
health and safety, potential
liability in the event of an accident
and non-adherence to rules and
regulations.

compliance system to
ensure compliance with
HGYV driver rules; fleet
driver assessments
taking place in
accordance with the Fleet
Driving Policy; vehicle
defect reporting
procedures; risk
assessments undertaken
where necessary and
aligned with an
employee's role.




. Current risk score Target risk score cer: Risk
ID Risk name and description RIS Controls Mitigations SIS Cj W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25
Health and safety - operational | Officer(s): | Risk assessments and Workplace logging and Health and 1 3 3 1 3 3 Yes N/A
staff Morag safe systems of work reporting of accidents, safety
There is a risk that staff that work Williams produced and refreghed including near misses. governance
in operational roles - given the Executive | 2t 'eastannually; tailored |ntern7l audit
nature of the jobs they do - may Members: tralfr;lng delivered to all ‘ (2022/23)
seriously injure themselves in the | CliIr S;a. mgmb_ers asdpahrt 0
completion of their duties. Hannah their induction and the
Avery usual course of
management; use of
personal protective
equipment and all
necessary safety
equipment; monitoring
41 and evaluation of safety
documentation and
procedures; reviewing
reported accidents at
work to identify lessons
learned; workplace
Health and Safety forum;
managers from Waste
and Recycling,
Greenspaces and Street
Cleansing have
completed the IOSH
Health and Safety
Training.
Supply chain disruption - Officer(s): | Maintenance of a diverse | Maintenance of a fuel 2 2 4 2 2 4 Yes N/A
Neighbourhood Operations Morag supplier list; good levels shortage business
The Neighbourhood Operations Williams of stock of key pgrts _and continuity plan.
service relies on a range of parts | Executive consumalbles mlaln’falned
and consumables to deliver Members: at operational sites; reuse
services, ranging from fleet Clir goods wherever possible.
42 | management, refuse collection Hannah
and playgrounds. In recent years | Avery

supply chain disruption has made
sourcing such materials
challenging. Such difficulties in
sourcing parts and consumables
could result in disruption to
service delivery.




. Current risk score Target risk score cer: Risk
. P Risk I Sources of Within .
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
L | Total L | Total | 3PPEUCT 1 2024/25
Volatility in recyclate income Officer(s): | The global recycling Reduce the budgetary Refuse, 2 3 6 2 <10 Yes N/A
The Council receives income Mc.)r.ag market_ Es outside of the reliance on in-year recycling and_
from the sale of recyclates. The Williams Council's control. recyclate income §treet cleanglng
market is international and Executive However, we are able to internal audit
volatile — price fluctuations can be | Members: secure more (2023/24)
sudden and result in a negative Clir advantageous terms for
43 | impact on the Council’s budget. Hannah the sale .Of recyclates
Avery th.rough joint contracts
with other waste
collection authorities. The
Council is current in
contract for the sale of
paper and card through
to March 2024.
Engaging with contractors and | Officer(s): | Clear guidelines have Processes are in place to | Establishment 2 2 4 2 2 4 Yes N/A
use of agency staff Kate been created for the use | monitor agency staff controls internal
The Council is often required to Brown of agency staff; HR usage, shguld this require | audit (2020/21)
acquire temporary staff resource | Executive review requests for a change in the : .
to deliver projects and other Members: | @cquiring agency staff cqntractual relationship
specific pieces of work, as well as | Clir Victor and .contrac_tors and with a temporary member
44 | to alleviate short-term capacity Lewanski prowdg adv_lce , Of. staff then. the HR team
pressures. In using contractors accordlngly, a single will tgke action as
and/or agency staff, it is crucial platfqrm Is used for the required.
that the Council complies with off- acquisition of agency
payroll working rules, also known staff.
as IR35. Failure to do so risks
enforcement action from HMRC.
Establishment control Officer(s): | Annual service and Regular review of Establishment 2 2 4 2 2 4 Yes N/A
: Kate financial planning; regular | establishment posts and | controls internal
Slt:rf:l gr?ts ;Sf Iﬁ;mC?)lfr? ;ﬁ;dg;&:jt;l:t. Brown review of vacancies as those that are fixed term | audit (2020/21)
It is crucial that the Council has a | Executive and vyhen they gmerge, funded.
full understanding and control of | Members: allowing a deC|_S|on to be
the posts that are on the Clir Victor made on rgcrgltment
establishment, and how these are | Lewanski a_r#j/or del.lverlng the role
45 | funded through departmental differently; supporting HR

revenue budgets. A failure to
have a grip on the establishment
can risk significant financial
impacts and the inadvertent
creation of ongoing employment
liabilities. Proper establishment
control also supports the effective
management of limited budgets.

systems and reporting,
allowing management to
keep track of the
establishment.




. Current risk score Target risk score cer: Risk
ID Risk name and description RIS Controls Mitigations SIS Cj W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25
Health and safety - desk based | Officer(s): | DSE Assessments; Referrals to the Council's | Health and 3 2 6 3 2 6 Yes N/A
staff Kate Health & Safety Advisor | occupational health safety
As an employer, the Council must Brown prqviding advice and provider can help mitigate governance
protect staff from the health risks | Executive guidance to s.taff arjd . and preven? such issues | internal audit
of working with display screen Members: management,.monltorlng from occurring through (2022/23)
46 equipment (such as PCs and Clir Victor cor?pllalnc.:e with safgty !der?tlfylngt.and
laptops) as well as risks Lewanski protocols, encouraging impiementing
associated with working from regular preaks, and adjustmgnts to :
desk based workstations. The addressing reporte.d work.s’gatlons or working
failure to do so risks staff concerns pr.o.mptly, conditions.
wellbeing, elevated sickness ongoing training and
levels and reduced productivity. creating channels for staff
feedback.
Health and safety - external Officer(s): | Lone Working Policy and | Provide training on risk Health and 2 2 4 2 2 4 Yes N/A
lone working Kate Procedure reviewed awareness and utilise safety
Some Council staff are required Brown annuall_y; DSE policies technology such as governance
to work alone. As the HSE notes, | Executive are .reIV|ewed on a regular phoneg for check-ins. internal audit
lone workers are at higher risk of | Members: basis; Ion.e worker s.afety Establish emergency (2022/23)
harm without direct supervision or | Clir Victor protocols; conduct risk response procedurgs and
anyone to help if things go wrong. | Lewanski asse;ssmepts _for lone conduct regular reviews
working situations where | of lone worker policies to
necessary and provide ensure they align with
47 ongoing training to evolving safety
enhance awareness. standards.
Implementing robust
communication systems
and ensuring quick
response mechanisms
contribute to effective
control over lone worker
safety; maintenance of a
client of concern
database
Health and safety - home Officer(s): | Requirement for remote Implementing and Health and 2 2 4 2 2 4 Yes N/A
working Kate working risk enforcing remote work safety
Brown assessments; Enforcing policies aligned with governance
Imnzg:lcjgst?’oﬁiznr:o?g (\j/vzflz?; Executive ad.her(.ance. to gstablished health gnd sa.fety . internal audit
pose a significant risk, potentially | Members: gwdglln_es, actively regulations will contribute | (2022/23)
leading to accidents, health Clir Victor ng;[:gr;%rﬁzzg;z :)Oroa dlSJ?;fiI\J/:aeanmdote work
48 issues, and heightened liability for | Lewanski through virtual check-ins; | environment. The Council

the Council. Failure to address
these risks may result in
decreased staff productivity and
increased absenteeism,
impacting overall service delivery.

and ensuring consistent
application of safety
protocols; regular
assessments and
adjustments to policies
based on feedback and
evolving circumstances;

to comply with a home
working risk assessment
checklist which will be
introduced in 2024 for all
staff.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total T | -2024/25
Health and safety - wellbeing of | Officer(s): | Staff risk assessments, Employee Assistance 3 2 6 3 2 6 Yes N/A
staff Kate including stress risk Programme; occupational
The Council has a responsibility Brown gssessments; guidance hgalth referrals; using
to safeguard the health and Executive issued to staff and _ sickness absen_ce trend
wellbeing of staff at work. The Members: | Mmanagers on wel[belng at | data to take action as
failure to do so risks heightened Clir Victor work; staft wellb_el_n_g : necessary.
levels of sickness, decreased Lewanski group that lead |n|t|at|\(es.
49 | productivity and, ultimately, not .to support staff V\{ellb_elng,
achieving corporate objectives. mterna! commuplcatlons
campaigns making staff
aware of wellbeing
initiatives; proactive
referrals to occupational
health where necessary;
monitoring of sickness
absence trends
Organisational capacity and Officer(s): | Creation of an HR and 2 4 8 2 3 6 No SR
culture Mari OD strategy; workforce
The Council has an ambitious Roberts- plann!ng, succession
agenda and objectives. In Wood planning
delivering against these, it is Executive
crucial that the organisation is Members:
50 | resourced appropriately, has Clir Victor
effective enabling systems and a | Lewanski
positive culture that supports
effective working between officers
and members. Any failure in this
area risks the non-delivery or
delayed delivery of corporate and
service objectives.
Pay and employment law risks | Officer(s): | Receipt of regular advice | Seek bespoke, specialist 2 3 6 2 2 4 No OR9
Employment and pensions Kate frorr_1 the.Counci!'s payroll advi<_:_e where necessary
legislation and case law change Brown adwgorg, proactive to mitigate any risks
51 | frequently. It is crucial that the Executive monltlormg o(; updated faced.
Council applies this correctly in Members: | C35€ law and any )
order to manage the risk of Clir Victor legislative changes;
sanction and claims, as well the Lewanski

incurrence of historic liabilities.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total | -2024/25
Payroll Officer(s): | Clear payroll policies, Payroll internal 1 2 2 2 2 4 Yes N/A
The administration of payroll is a Kate procedures and guidance audit (2021/22)
significant area of risk for an Brown notgs that are regula.rly
organisation given the total value | Executive rewewed_ and testgd,
of payments involved, including Members: segregatlpn of .dUt'eS
the risk of inaccurate and Clir Victor betwee_n Inputting -
fraudulent payments being made, | Lewanski .checking and a.uthor.lsmg
as well as the incorrect pay_roII changes; aUd't.
application of tax and other testlng.as part of the r'Sk_
52 deductions. based internal audit plan;
management
authorisation of staff
expenses before
payment; prompt
completion of statutory
returns; secure
processing and
maintenance of payroll
data.
Staff sickness Officer(s): | Sickness absence policy | Service level business HR & OD 3 2 6 3 2 6 Yes N/A
Council staff are essential to Kate and procedure; HR contimlji.ty plans; internal audit -
delivering services for residents. Brown suppprt for managers and | acquisition of temporary | absence
Whilst sickness is usual and is to | Executive Staﬁ In managing staff resource management
53 | be expected, it must be Members: sickness ab§en.ce; (2021/22)
effectively managed (in terms of | Clir Victor regulqr monltprlng and Business
preventable causes and effects) | Lewanski reporting of sickness continuity
to reduce the risk of service absence internal audit
delivery being impacted. (2022/23)
Staff turnover Officer(s): | Monitoring and reporting | Recruitment of staff to 3 2 6 3 2 6 Yes N/A
A degree of staff turnover is Kate of tumover trends,_ replace Igavers; sewiqe
healthy for an organisation. Brown gllowmg fpr remgdlal or level busmeg_s_contmwty
However, elevated levels of Executive investigative action to be | plans; acquisition of
turnover may be indicative of Members: taken.; engagement temporary staff resource;
issues in the workplace. ClIr Victor | €xercises with staff to use.of the Employee
Excessive turnover may also Lewanski 'tempgratgre check' the Assistance Programme.
result in a disruption to service organlsauon.and how
54 staff are feeling; regular

delivery and a loss of institutional
knowledge, further affecting
service delivery.

staff surveys; exit
interviews; HR and OD
strategy, making the
Council an employer of
choice; team building
sessions to help with
team cohesion and
resilience.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance abpetite? register
u L | Total L [ Total | 3PPEUCT 1 2024/25
Use of volunteers Officer(s): | Appropriate policies and | Regular management Human 3 2 6 3 2 6 Yes N/A
The Council utilises volunteers in Kate procedures in place, monitoring and reporting | Resources - use
delivering a number of services. Brown clearly defining the on the use of volunteers | of volunteers
As volunteers are not employees | Executive appropriate scope of use | across the Council; internal audit
of the Council, their use must be | Members: of volllmfteers and the . undgrtaking of volunteer | (2022/23)
carefully managed to avoid Clir Victor des_crlptlon of the rol.e vis | training;
placing volunteers, staff and Lewanski a vis employed staff,
residents/service users at risk. volunteer handbo_ok and
code of conduct, issued
to volunteers to clarify
roles and responsibilities;
centralised records of
volunteers, held in line
55 with departmental
retention schedules;
identity checks carried
out where necessary; risk
assessments undertaken
for individual volunteer
roles where required;
DBS checks carried out
where the risk
assessment requires it;
undertaking of volunteer
training on key health and
safety risks, as well as
the core elements of the
role;
Changing policy context - Officer(s): | Regular planning Create action plans to 2 3 6 2 3 6 Yes N/A
Local Plan Andrew committee performance address any failings;
Significant changes to legislation Benson monitoring and reporting; | Planning Officers Society
may impact on the delivery of the | Executive ensure that_ appliqations revie_w of the service if
Local Plan, as could the failure to | Members: are delermined W'th required
follow due processes or through Clir ac!he.rence_ to KPls n
political decision making. The Richard mind; obtain extepsmns
56 | Local Plan being found to be Michalows | Where necessary;
unsound or delayed may result in: | Ki plqnplng commlttee
the loss of planning control for the training and guidance
borough, leading to unsustainable
development being approved or a
reduction in affordable housing,
as well as increased costs to the
Council.




. Current risk score Target risk score cer: Risk
ID Risk name and description L Controls Mitigations SELTEED G W|th'|n register
owners assurance appetite?
L | Total L | Total - 2024/25

Planning - poor performance Officer(s): | Regular planning Create action plans to 2 2 4 2 2 4 Yes N/A

designation Andrew committee performance address any failings;

The failure to meet government Benson monitoring and rgpo_rting; Plapning Officers _Soqiety

set KPIs relating to planning Executive | €nsure that_ appllqatlons review of the service if
57 | application determination can Members: aridetermlneﬂglth required

result in poor performance None - aq e.rence_to SN

designation, allowing planning Planning is mind; obtain exteInS|ons

applications to be determined by | a non- where necessary;

the Planning Inspectorate. Executive plgnplng commlttee

function training and guidance

Council Tax and NNDR Officer(s): | An effectively resourced | The Council maintains an | NNDR internal 2 2 4 2 2 4 Yes N/A

collection Simon Council Tax and NNDR in-house Fraud team that | audit (2022/23)

In its capacity of billing authority, Rosser sgrvice that. achieve§ monitor§ fraud in the. Council Tax

the Council collects Council Tax | Executive high collection rates; a_ppllcatlon of Counc_ll Tax internal audit

and Business Rates (NNDR) on Members: robust systems and dISCOUI"'ItS,.SUCh as single (2022/23)

behalf of a number of precepting | Clir Victor processes tq frack anq person’s discount.
5g | authorities. There is a risk that, Lewanski pursue monies owned;

should the collection fund be in
deficit, that the Council will be
required to meet the deficit from
its own revenue budget. It is also
crucial that exemptions and
discounts are applied in
accordance with the rules.

documented procedural

notes for Council Tax and

NNDR; regular
monitoring of collection
performance




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total | -2024/25
Fraud - internal and external Officer(s): | The Council maintains The Council has an in- Commissioning 3 2 6 3 2 6 Yes N/A
Due to the wide range of activities Simon policies and procedures house fraud team that and
undertaken and administered by Rosser to pre\{ent ar_ld deter yndertake.s frayd . .procuremen.t
the Council. there is a risk of Executive fraud, including thg investigations into all risk | internal audit
fraud being’committed both Members: Counter Fraud po!lcy, areas of cqrporate fraud; (2020/21); .
externally and internally. Fraud ClIr Victor Co_rruptlon anq Brlbery_ the Council is able _to use !—Iousmg ber_leflts
depletes the public purse and Lewanski polllcy and Whlstleblpwmg the Proceeds of C?nme internal audit
reduces public trust. Policy and Prosecution Act to seek Forfeiture (2020/21);
Policies; staff fraud Orders to recover money | Harlequin
awareness training; or property fraudulently banking and
robust financial controls acquired. reconciliation
preventing unauthorised internal audit
expenditure; contract (2021/22);
59 management procedures Parking
to monitor contract enforcement
spend. Proactive fraud internal audit
checks are undertaken in (2021/22)
key r!sk areas, sgc_h_as Accounts
housing peneflt,'Jomlng payable internal
the ho_usmg reglster and audit (2021/22);
council tax discounts. Income
collection
internal audit
(2022/23); Fraud
framework
internal audit
(2023/24)
Reimbursement of costs from | Officer(s): | Involvement of the Establishment of a 2 2 4 2 2 4 Yes N/A
central government Simon finance team in the government funding risk
The Council acts as an agent for Rosser administration o_f all reserve to m!tigat_e
the government in administering Executive grants and fgndlnlg speppﬁc funding risks and
a number of nationally set Members: schgmes_ to identify their impact on the ,
schemes, such as Housing Clir Victor funding r'SkS. qnd revenue budget ensuring
60 Benefit and associated subsidy Lewanski pressures arising, adherence to funding

grant. There is a risk that
expenditure may not be
reimbursed in full, therefore
negatively impacting the Council's
financial position.

lobbying of government
to ensure adequate
reimbursement; full
accounting of costs
incurred.

conditions in order to
achieve full
reimbursement; regular
monitoring and review of
schemes administered on
behalf of the government.




Risk Sources of Current risk score Target risk score Within Risk
ID Risk name and description oWners Controls Mitigations assurance appetite? register
L | Total L | Total " | -2024/25
Fit for purpose operational Officer(s): | Capital investment Regular preventive, 3 3 9 3 2 6 No OR3
assets Mari strategy and programme; | reactive and planned OR4
The Council relies on a range of Roberts- gnnua_l service.and maintenance of assets.
property, plant and equipment to Wood flnanglal plannmg.,
deliver services. It is crucial that Executive | €NSUrng appropriate
these assets receive appropriate | Members: resources :.are allocated
61 | levels of maintenance and Clir to services;
investment in order to meet the Richard
demands of service delivery. The | Biggs
failure to do so risks the efficient
and effective delivery of services
for residents and businesses in
the borough.
Changing policy context - Officer(s): | Create and implementa | New burdens funding to 3 3 9 2 2 4 No OR2
waste service Morag robust plan for offset cost increases;
In October 2023 the government Williams implgmenting the reuse bins where
published new requirements for Executive reqw_red changes; possible.
the collection of waste and Members: | 8¢dulre temporary
recycling from domestic and Clir additional .resource where
business premises, requiring the | Hannah necessary, robustly
62 | Council to amend its waste and Avery tested business

recycling service. The required
operational changes are complex
and must be delivered within
challenging timescales. There is
a risk of a loss of income and a
marked increase in costs to
deliver the service.

case/options appraisal.




Glossary of terms
Controls — action that reduces the likelihood of the risk materialising.
Mitigations — action that reduces the impact of the risk in the event that it materialises.

Sources of assurance — pieces of commissioned work and/or activity that support in the
assessment of a risk’s score. In most cases this will be commissioned internal audit activity,
though can also include bespoke pieces of consultancy.

Current risk score:

e L =likelihood rating
e | =impact
e Total = likelihood x impact

Target risk score: is the level where management is aiming to treat or manage the risk to. The
target risk sets out the desired and acceptable end point of the risk management cycle and is set
in accordance with the Council’s risk appetite.

Risk register:

e SR# = strategic risk register and the unique numeric reference
e OR# = operational risk register and the unique numeric reference



